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More and more employees are working outside of the central office - and often outside of its 
protection. To secure these remote workers and locations requires a fundamentally different 
approach.

A recent survey of 450 cybersecurity experts by the Enterprise Strategy Group explored the 
many facets of protecting a network without perimeters.

40%
of today’s workers are 
roaming users.

88%
of organisations have 
5+ remote offices.

78%
believe roaming or 
remote users are most 
vulnerable to attack.

The workforce has never been more 

distributed - or more at risk.

82%
have a VPN policy but...

66%
of respondents have 
experienced a targeted 
attack - the majority 
of these respondents  
report roaming and 
remote users have 
been compromised.

85%
believe roaming users 
violate that policy.

60%+
report all/most proxied 
roaming and remote 
traffic goes through 
the corporate network 
- but backhauling is 
expensive and slows 
performance for users.

Most organisations are still using traditional methods to protect 

roaming and branch users - but they just can’t keep up with 

today’s needs and expectations.

To help drive better remote performance, SaaS and Direct Internet 

Access adoption are on the rise - and so are security concerns.

60%
expect that the majority 
of their organisation’s 
apps will be SaaS - 
based within 2 years

41%
worry about data 
breaches in shadow IT 
SaaS apps - which are 
introduced without IT 
oversight.

79%
of organisations 
making the shift  
to DIA.

Increasingly, organisations are introducing DIA to satellite offices - 

and IT teams are struggling to secure these solutions without 

sacrificing performance.

More and more organisations are looking for a different solution - cloud - 
deployed and consolidated.

Today’s users work everywhere, which means you need to protect them 
everywhere. 

Cisco Umbrella is a cloud-delivered secure internet gateway (SIG) that provides 
the first line of defence against threats on the internet. Because Umbrella is 
deployed from the cloud, it’s the easiest way to protect all of your users - both 
on and off the corporate network.

Cisco Secure can help.


